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SANTESOETSANTE PACS SERVEI

Overview

The Web Server module lets remote users of the system to connect with it, quergtaiede studies that have been stored thedatabase
of the DICOM Serveithe Web Server modultor these connectionaises the HTTP protocol of the internetcatihe remote user must use
a web browser liké&edge Chromeor Mozillato query andretrieve studies.

Free Applications

The remote user, from thaitial web page of theveb servercan download and install two free applicatidios use with this serverSare
Web Downloader and Sante DICOM Web Viewer

Santesoft LTD - R&D Department Client IP: 127.0.0.1

To use this system you must login

Downloads
Download Sante Web Downloader

(suitable far use with this server only)

-
n Download Sante DICOM Web Viewer
-

(suitable for use with this server only)

Sante Web Downloadelets the userto inspect the downloading procedurén the endof receivingSante Web Downloadesaves the
received studies in a Zip file. The user canfigure Sante Web Downloader to open the saved zip file with a DICOM Viewer of his/
choice like Sante DICOM Viewer Pro or Sante DICOM Editor. The DICOM Viewer must support opening zip filesnainchlime. For
more information please read theser Guideof Sante Web DownloadeThis application is useful whexnremote user wishes to use a
DICOM Viewer othahan Sante DICOM Web Viewer.

Sante DICOM Web Viewdets the userto inspect thedownloading procedureas Sante Web Downloader dodsut alsoit is a fuly
functional feature rich,completely free2D/3D DICOM/iewer, with all the necessary tools like measuremeiM®R,and study/series
comparisorandallows the user to work smoothly & multimodality, multtmanufacturer environment-or more information please read
the User Guideof the application.
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Configure the HTTP Server

Select the menu commariNetwork = HTTPServer Setup!'
A dialog box appears aneks the useto configure the HTTP server module

Sante PACS Server PG *

HTTP Server Configuration

This Web Server

Institution Depariment Internet IP Address (True IF)
| Santesoft LTD | | R&D Department | 77.49.159.15

Web IP Port

(The Web IP port must be forwarded by the router)

[]Enable S5L Encryption

Update Web Server
Web Server Usage

Send to web dient zip files that contain:
Web Server Users... DICOM files JFEG2000 lossy compressed ~ | | Web Server Log...

Institution, Department
This information appears on the web page of the searmtinforms the user with which servére has beeronnected

© Sante PACS Server PG x|+ e - o Xx

<« C  © 1270013000 EBO0O8»®:

kmarks | [5] Reading st
Santes=ft
Clent 17:127.00.1

T

To use this system you must login

Internet IP AddresgTrue IP)
The internet IP address is received automatically from the internet service provider iarttiét address with whicthe HTTP servegoes
to the internet The user cannot change it.

Web IP Port
With this portthe HTTP servagoesto the internet If the number of the Web port is equal to 0 the program does not open the port an
the program cannot communicate with web clients. The port number O can beiuseduser wantdshe HTTP server module to be disabled.

ATTENTION!
TheWeb IPport of the HTTP server must be forwarded by the router!
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Enable SSL Encryption
Becausef the critical data contained in the server isisonglyrecommendedhe HTTP server module to be dseith the SSL encryption
enabled and if it is possible only within VPN connections.

To get an SSL Certificate, the user must have aaiti(Internet Corporation for Assigned Namesrver name likeantesoft.com

When the user checks thenable SSL Encrypti@heckboxthe program asks for the certificate file (.crt) and the private key file (.key) the
the user has received form the SSLt{fieate provider of his choice.

Sante PACS Server PG >

Certificate File

| | oo |

Private Key File

| [ s |
4 Ok, 1 | Clear values || Cancel |

Update Web Servebutton
If one or more of above information has been changed, the user must restart the HTTP server module by pregsingdfel G S 2

button.

w
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How to usethe server
The user must use a web browser Ilkdge Chromeor Mozillato communicatewith the web server.

If the SSL Encryption is enabled )

The usemustput in the address bar of the brows@Edge, Chrome or Mozill@) K S A SNISNRA& L/ !'b Yyl YS ¥F2ft
selected port. The protocol must be tleacryptedhttps:// protocol.

e.g.
https://santesoft.gr:3000

& Sante PACS Server PG 4 +

= & (i https://santesoft.grn3000

20 Apps

Please note th@adlocksymbol ] before the name of the server. That means that the encrypted protocol is used.

The local IP Address (e.g. 192.168.1.10) or the localhost IP Address 127.0.0.0 do heicaosle theencrypted https:// protocol requires
a valid server name.

https://192.168.1.10:3000(does not work)
https://127.0.0.1:3000(does not work)

Also the simple protocdittp:// 6 ¢ A i K 2d0B$ notivéok 0
http://santesoft.gr:3000 (does not work)
http://192.168.1.10:3000(does not work)
http://127.0.0.1:3000 (does not work)

If the SSL Encryption is not enabled

The usemustput in the address bar of the browsé@Edge, Chrome or Mozill#)e servef B&CAN name, the local IP Address (e.qg.
192.168.110) or the localhost IP Address 127.0.0.0 followed loglon and the selected port. The protocol must be sheplehttp://
protocol.

e.g.
http://santesoft.gr:3000
http://192.168.1.10:3000
http://127.0.0.1:3000

& Sante PACS Server PG 4 +

< C = hitp;//127.0.0.1:3000

i1 Apps

P
N
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Also the encrypted protocdittps:// 0 6 A G K a&aé o
http s.//santesoft.gr:3000 (does not work)
https://192.168.1.10:3000(does not work)
https://127.0.0.1:3000(does not work)

y2id 62N

ATTENTION!
We strongly discourage the use of the server with the &lcryption disabled. In that case it must be used only with VPN connections
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Add Server User

Select the menu commariiNetwork = HTTPServerUsers.
A dialog box appears anets the usetto add, edit, modify, delete and review the userstloé HTTP server module

Sante PACS Server PG >
HTTP Server Users
# | User Name Active | Upload Files = Person Name email Address Phone Mumber | Institution Department
i loanst . Jves Jves | ../ ! | | |
2 ekanelll YES YES
Add User. .. | | Edit... | | Change User Mame/Fassword. .. | | Delete | | Close I

Add Userbutton

By pressing this button, a dialog box appears and lets the user to insdusgreNameand thePasswordof the web user. The user name
must be unique and it mustot be exist already. The password must be at least of 8 charactedt ssironglyrecommended the rules of
selecting a strong password to be followed. That means the password must be aloviserfase and uppercasaeimbers and symbols.

Zante PACS Server PG >
Add Web User

User Mame

Password

Confirm Password
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Editbutton
This button is enabled when the user has select a row of the HTTP Server @sef lits theadministratorto add more useful information
about the web uselike the real name of the web user and his/her contact information

Zante PACS Server PG >

Edit Web User

User Mame: AWeblser1001

Salute
Mr. w

First Mame

Last Mame

Is Active Liser Can Upload Files

email Address

Phone Mumber

Institution

Department

ok | cancel |

GLa ! DI ES |

With this option the administrator can permit or prohibit the login of the user into web seteerporarilyor permanently

G/ Iy dzLJ dptioR FAE Sae

Iftheda / Iy dzLJ @ptioRis @nabled théueryweb page of the server displays a e for file uploading. Otherwise this section

does not appear. The files twe uploadedcan be DICOM filesr zip files that contain DICOM files that will be inserted into PACS serve
and text files that contain HL7 messages that will be inserted intokWigt server.

Upload File
(a DICOM file, a Zip file that contains DICOM files or a Worklist HLT text message)

Step 1: Select afile Step 2: Upload the file

Choose File |No file chosen Upload File
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Change User Name/Passwohditton

By pressing this button, a dialog box appears and lets the user to changiséinieéNameand thePasswordof a web user. The password
must be at least of 8 character aiitds strongly recommended the rules of selecting a strong password to be followed. That means t
password must be a mix tdwercase and uppercasaimbers and symbols. This button is enablehen the user has select a row of the
HTTP Server User list.

Sante PACS Server PG *

Change User Name | Password

User Mame

| |

Password

Confirm Password

[ o || cancel |

Delete button
This buttondeletes a web user from the liahd it is enabled when the user has select a row of the HTTP Server User list.
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Server Activity
A user mustelectthetabd ! O F@RBvVe & KS LInaRiavNhe ¥icvity ofitheaviéb server module

B sante PACS Server PG

Active DICOM Connections Active Web Connections
Service ID Service Role Peer AE Title Connection Status ~ Action Data Received Data Sent - User Name P Browser Session ID Date Time Connection Duration = Data Received Data Sent
1 ekanell1 77.45.159.15 Google Chrome: ZbloasSWpW2EY 2021/12/17  13:34:12  00:12:07 6.160 KB 202.034KB
Recent DICOM Connections Recent Web Connections
Senice D service Role | peer AETHIe Sevice Result | Senvice Date | Semice Time | Semvice Duration | Data Received Data sent «  username i Browser Session D Date Time | Comnection Duration | DataReceived | Data sent
_ 77.49.159.15 ubQsaovyvf | 2021/12/17 | 11:44:31 6.148 KB 261.157 KB
109.178.135.69  Sante web Viewer VODbHICQYpGs  2021/12/17  11:47:15 2.063K8 1025.261K8
3 ioannis1 109.178.135.69 TASWAYNZBYM 2021/12/17  11:40:41 338 12.9499KB 760.627 KB
4 ioannis1 77.49.159.15 Google Chrome. 108 110IC SN 202112/17  11:40:43  00:03:44 9.854K8 231.885KB
¥
—
P Database W

There are two lists that display the activity of the web server module. Thé listO i A @S 2 S 6

FﬂhYS)ﬂ'@ G’sers &nyl’ tneir
activity thatare currently connected with the servethea ! OG A @S 2 So RABYI S @EA 2y &d A BS NB LJ2 NJ

Active Web Connections

# User Mame IP Browser Session ID Date Time Connection Duration | Data Received Data Sent

1 ekanell1 77.49.159.15 Google Chrome ZbkxuSWpW2EY  202112/17  13:3412  00:03:03 6.160 KB 202.034KB




SANTESOETSANTE PACS SERVEH

The listéRecent2 S6 |/ 2 y Y Bigplays the dsérs and their activity thatre connected with the server theurrentday and their
connection has been closed.

Recent Web Connections

L ‘ User Mame | 1P ‘ Browser ‘ Sessian D | Date | Time | Connection Duration | Data Received ‘ Data Sent |
1 ioannis 1 p— Google Chrome ubQSakMowyvf 20211217 114431  00:20:42 6.148 KB 261.157 KB

2 joannis 1 ——— - Sante Web Viewer woDbHIcQYpGs 20211217 114715 00:00:03 2.063 KB 1025.261 KB

3 ioannis 1 e Google Chrome tAIWAYN2EYM 20211217 1L:40:41 00:03:38 12,999 KB 760.627 KB

4 joannis 1 _— Google Chrome o8 1I0IC3kM 2021/12/17  11:40:43  00:03:44 9,854 KB 231.885KB

If the user wishes to review all the connections of the web server mauulgt use the menu command w S L&2IN@i¢t { S@SNJ
The dialog box that appeadisplays all the connections of the server.

Sante PACS Server PG 4

HTTP S5erver Report

Connection Date ~ Connection Time
W27 11:40:43

M21/12/17 1124041

Connection Duration

20211217 114715 O0i0m03
0241217 11:44:31 00: 20:42

Today | | Yesterday | Last7Days Al | Delete | Close
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To get a detailed report about every connection in all the three above lists, the user must diickien the desired row. A dialog box
appears and displayal the activity of the web user.

Sante PACS Server PG *
Web Connection Details
User Name: ekanell1
Peer IP: e =
Browser Line: sec-ch-ua: " Not A;Brand™;v="99", "Chromium”;v="98", "Google Chrome";v="98
Web Browser: Google Chrome
Session ID: Lob3Ljyceds

Connection Date:  12/19/2021
Connection Time:  15:05:50

Duration: 00:00:08 (sec)
Data Received: 8.745 KB

Data Sent: 216.347 KB
Actions:

GET flogin.css HTTRf1.1

GET flogo.png HTTR/1.1

GET fogin?username =ckanell 1&password == &session_id=L0b3Llyceds HTTP/1.1

GET flogin.css HTTR(1.1

GET flogo.png HTTR{1.1

GET fsearch?guery_level=patient&search=today&patient_name =&patient_id==&patient_sex=all&bir
GET flogin.css HTTR(1.1

GET flogo.png HTTRf1.1

GET fogin?username =ekanell 1&password == &session_id=L0b3Llyceds HTTR 1.1

GET fsearch?guery_level=patient&search=all&patient_name =&patient_id=&patient_sex=all&hirthd;
GET flogin.css HTTR{1.1




SANTESOETSANTE PACS SERVEI

Remoteconnectionwith an internet browser

The initial page of theerver informs the user that must have an account and must login to connect with server. Also, it provides link
the two free applicationsSante Web Downloader and Sante DICOMWwer.

Santesoft LTD - R&D Department Client IP: 127.0.0.1

To use this system you must login

Downloads

Download Sante Web Downloader

(suitable for use with this server only)

Download Sante DICOM Web Viewer

(suitable for use with this server anly)

Sante Web Downloadéeets the user review the downloading procedure. In the end of receiving Sante Web Downloader saves the rec
studies in a Zip file. The user can configure Sante Web Downloader to open the saved zip file with a DICOM Viewerabfoie/tike
SanteDICOM Viewer Pro or Sante DICOM Editor. The DICOM Viewer must support opening zip files from command line. Fo
information please read th&Jser Guideof Sante Web Downloader. This application is useful when a user wishes to use a DICOM Vi
other than Sante DICOM Web Viewer.

Sante DICOM Web Viewdets the user review the downloading procedure as Sante Web Downloader does, but also it is a full featt
completely free 2D/3D DICOM Viewer, with all the necessary tools like measurements and stadyserparison andllows the user to
work smoothly in a multmodality, multitmanufacturer environmenti-or more information please read théser Guideof the application.
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Thenext page of the server askhe remote userfor the user name and the password. The administrator of the systent oraate an
account for every user of theeb server

T S» P + @ - 06 Xx
< C  ® 127.00.1:3000 2 % BOMNT:
= Apps o 4s | [ Resding list
Santes=ft
Santesoft LTD - R&D Department Client IP: 127.0.0.1
Login
kanell !

The next page of the server allows the user to query the PACS server remotely ahd fitutlies of the desired patient and/or the studies
of the desired dateThe search criteria can be the patient name, the patient ID, the patient sex, the patient birthdate, the studihdate
accession number, the institution, the referring physicéand the modality.

From this page the user can also upload files that can be DICOM files and zip files that contain DICOM files thatesiibimioSPACS
server, and text files that contain HL7 messages that will be inserted into Worklist serveisértean upload files if the administrator of
the system has given this right to the particular remote user. Otherwise the section of the page that allows uploadasgduafeil not
appear.

% Sante PACS Server PG x  + e - o x
&« C @ 127.00.1:3000 B B0 »%:
H Apps Other bookmarks | [ Reading st
Log out Santesoft LTD - R&D Department. Client IP: 127.0.0.1
Query
Search
Today ~
Patient Name Patient ID. Patient Sex
[ [ Al v
Date of birth Study dae from Study date to
|mms dd 7 yyyy =] mn/ dd / yyyy (=] mn/ dd/yyyy al
Accession number nstitution Referring Physician
Modality
ALL v
-omi]
Upload File
{2 DICOM file, a Zp e thar contain DICOM fies or a Workiss HL7 sexs message)
Step 1: Selecr a e Step 2: Uplosd the file
[(Choose File | Mo file chasen
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To search within a range of datdhe usemust select tle dates in thar { ( dzR @ RanddS{ (FdxRR&EERdintEd { S oo
boxmust selecttheitent 2 A G K { (.dzR& 51 (iS¢

Query
Search
With Study Date v
Patient Name Patient ID Patient Sex
| | Al v
Date of birth Study date from Study date to
|mm,-’dd,-’yyyy | | |a1;‘29;‘2922 ) | |m;’31;’2922 = |
Accession number Institution Referring Fhysician
Meodali
AL ]
After aquerythe system displays the patient results if any.
& Sante PACS Server PG x 4 o - o x
<« C O 127.001:3000 2 & B O»T:
= s Other bookmarks | [E] Reading lst

Santes=ft

Logout Santesoft LTD - R&D Department Client IP: 127.00.1
Patients

& Potient Name Patient 1D, Sex Birhdate  Actions

0001  Anon 9368353902705890 9368353902705890 F 04/12/1955 _:i ! g <
O = — ¢ oo ) E1EEQ
0003 Anonymized SN2015062343 _'1 ! g -\
0004 Anonymized3 b913463-1776-4078-660e-233475045060 _._[ ! g =8
0005  Anonymous 5369 $N2005080838 ,:_[ ! ? =
EORP— —— JEm|Q
07 oamymons 575 %o " JBEm|Q
[ FO—— J— JBEm|a
P P—— — JEm|Q

There are four buttons fopatient resultmanipulation:

With this button the user can download all the studies of the patient in dilzip
With this button the user can download all the studies of the patient with Sante Web Downloader.
With this button the user can download all tistudies of the patient with Sante DICOM Web Viewer.

With this button the user can review all the studies of the patient.

SRR
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If the use selects to review all the studies apatient with the button - a new page appears with the study results

© Sante PACS Server PG x + o - 6 x
<« C @ 127.00.1:3000 2 % ®BO»T:
5 Apps Other boskmarks | [B) Resding st
Santes=ft
Logout Santesoft LTD - R&D Department Client IP: 127.0.0.1
Studies
Study Study Modaliiesin  Seriesin
5 PatientName SUdY SeudyDace S Study Description Actions
oot | Aron T 115505 | s THRODY d
o008 0098 e 0912772014 11:5505 76536 THYROIDUS  US _j_ ! ! .
oy Anon i 3 TEBASBLEREAST |, = )
0002 | 5368353902705890 Ll b [ v =] ! g i

Go Back

Again there are four buttons fostudyresult manipulation:

' '1 With this button the user can download all the series of the study in &leip

- With this button the user can download all the series of the study with Sante Web Downloader.
ﬁ With thisbutton the user can download all the series of the study with Sante DICOM Web Viewer.
% With this button the user can review all the series of the study.

If the user selects to review all the series of a study with the busira new page appears witlhé series results.

% Sante PACS Server PG x o+ e - o0 x
&« C @ 127.00.1:3000 B B0 »%:
i Apps Other bookmarks | [ Reading list
Log out Santesoft LTD - R&D Department. Client IP: 127.0.0.1
Series
& PatentName Modality  SeriesDate  SeriesTime  Series Description Files  Acton
- .
0002 Anon 935E353002705890 us wETNe 113953 7 _-.l [0 4]

Now, there are three buttons faseriesresult manipulation:
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“_"1 With this button the user can download all the files of the series in &leip
With this button the user can download all the files of the series with Séreb Downloader.

With this button the user can download all tlfiees of the series with Sante DICOM Web Viewer.
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Sante DICOM Web Viewer

Sante DICOMVebViewer is a full functional feature rich2D/3D DICOM VieweFor more information please read ttéser Guideof the
application.

Frame Viewg 6 Tiles Series View 4 Tiles
MPR View Scout lines; Localizer
Series Comparison Built-in 3D Viewer

ROI Statistics Distance andAngleMeasurements



